
Reinforcement Learning Security and Safety

Ezgi Korkmaz

February 1, 2026



Principled Analysis of Machine Learning[1]Ezgi Korkmaz. Counteractive RL: Rethinking Core Principles for Efficient and Scalable Deep

Reinforcement Learning. Conference on Neural Information Processing Systems (NeurIPS), NeurIPS 2025.
Spotlight Presentation
[2]Ezgi Korkmaz. How to Lose Inherent Counterfactuality in Reinforcement Learning. International

Conference on Learning Representations, (ICLR), ICLR 2026.
[3]Ezgi Korkmaz. Fair Reinforcement Learning. International Conference on Learning Representations,

(ICLR), ICLR 2026.
[4] Ezgi Korkmaz. Principled Analysis of Deep Reinforcement Learning Design and Evaluation Paradigms.

AAAI Conference on Artificial Intelligence [Acceptance Rate: 17.6%], AAAI 2026.
[5] Ezgi Korkmaz. Understanding and Diagnosing Deep Reinforcement Learning. International Conference

on Machine Learning [Acceptance Rate: 27.54%], ICML 2024.
[6] Ezgi Korkmaz. Adversarial Robust Deep Reinforcement Learning Requires Redefining Robustness. AAAI

Conference on Artificial Intelligence [Acceptance Rate: 19.6%], AAAI 2023.
[7̂] Ezgi Korkmaz et al. Detecting Adversarial Directions in Deep Reinforcement Learning to Make Robust

Decisions. International Conference on Machine Learning, [Acceptance Rate: 27.94%], ICML 2023.
[8] Ezgi Korkmaz. Deep Reinforcement Learning Policies Learn Shared Adversarial Features Across MDPs.

AAAI Conference on Artificial Intelligence [Acceptance Rate: 14.58%], AAAI 2022.
[9] Ezgi Korkmaz. Investigating Vulnerabilities of Deep Neural Policies. Conference on Uncertainty in

Artificial Intelligence (UAI) [Acceptance Rate: 26.4%], UAI 2021.
[10] Ezgi Korkmaz. Machine Learning Safety: From Reinforcement Learning to Foundation Models. AAAI

Conference on Artificial Intelligence Tutorial, AAAI 2025.
1 / 9



Permanent Elimination of Non-RobustnessHow much we can trust the decisions?

This study [10] reveals that robust reinforcement learning is not robust.

[9] Ezgi Korkmaz. Investigating Vulnerabilities of Deep Neural Policies. Conference on Uncertainty in

Artificial Intelligence (UAI) [Acceptance Rate: 26.4%], UAI 2021
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How much we can trust the decisions?

Figure 1: Power spectrum E(f) of the perturbations computed via the Carlini & Wagner

formulation for the certified robust trained models and vanilla trained models in the Fourier domain.
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Intrinsic Geometry of High-Dimensions
Transferability and Inevitability

AAAI 2022 paper [8] shows that adversarial perturbations transfers across states, across

MDPs and across algorithms and introduces the theoretical foundations that shows

inevitability of high-sensitivity directions in high dimensional MDPs.
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AI Safety and Security ImplicationsAI Security and Safety Implications

The adversary does not need to know!

• Training details

• Training algorithm

• Training network

• Training MDP

A complete black-box attack
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Generalization and Robustness in Deep Reinforcement Learning
Generalization and Robustness

AAAI 2023 paper [6] reveals that robust reinforcement learning does not generalize even as

much as standard reinforcement learning can and the extensive line of research in current

machine learning does not even ask the right research question.
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AI Safety and Security Implications

AI Security and Safety Implications

The adversary does not need to know!

• Not only the training policy

• But any policy

• Attacks without accessing policies

• Without computing gradients
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Security via Analyzing Deep Neural Policy Manifold
Security via Analyzing Deep Neural Policy Manifold

My ICML 2023 paper [7] introduces foundational methods to identify and detect the

limitations of deep reinforcement learning by leveraging the structure of deep neural

manifolds.
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Principled Analysis of Deep Reinforcement Learning Decision
Making

Deep Reinforcement Learning Decision Making
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